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£l 'Background of Alicia development

Dump Analysis for mainframe

e Problem is resolved in most cases if crash dump was taken.
Dump analysis is a critical factor for mission critical support.
Most of necessary information is being saved in memory by operating system.
Crash dump can be saved under any condition. (No failure for taking a dump.)
Dump tool is easy to use and it has many useful functions.

A
Dump Analysis for Linux

e Dump Analysis hasn’t been useful for resolving problems.
It's very difficult to find a dump analysis report for Linux systems.
There’s a possibility to lose memory data at system fault due to failure on
dumping.
Efficiency of dump analysis is bad because dump tool itself is poor.
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=2, -Approach to improve Linux dump analysis §

Target is to provide the mainframe class maintainability
Purpose to Linux. To realize a mission critical Linux, implement a mechanism
for know-how sharing and dump analysis time reducing.

- Dump format is not regulated and different among distributions.
- Dump analyzer must take care of dump format for his analysis.
- Dump analyzer can’t have necessary data quickly.

Current : : :
- Simple operation must be repeated and data must be put in order
Problems ) : .
for getting target information.
- Analysis know-how is never shared among engineers since
technique of dump analysis is just a personal skill.
Dump Analysis Environment must be improved
| mproving e Dump environment e Dump environment e Dump environment
|tems that is not where new where analysis
dependent on command is added procedure can be
dump format. easily. saved and shared.
: - Define a common interface to the existing dump analysis tool (crash/
Actions

Icrash) and develop a new tool that can handle dump analysis scripts.
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ES, 'Strong Point of Alicia

Dump Analyzer can have many advantage in operations. (Analysis time can be reduced.)
Dump Analyzer can ask non kernel experts for dump editing*. (Customers can use Alicia.)
Dump Analyzer can verify actual data at kernel study and can learn expert’s know-how.

. Dump Analyzer can use functions of existing analysis tools seamlessly. Alicia is wrapping
the existing tools and it is not built from the scratch for getting merits of each tool.

oD

“Dump editing To visualize necessary information by reading necessary data from memory dump.

Advantage of Alicia I

Perl shell [
AN A
Alicia
Ease of use Programmable
y
< : : Accumulation of
AlgnEpezt el analysis know-how
A A
High extend-ability =~ Powerful functions
\
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Development of integrated dump analysis to

Q ééé‘é‘é = ';- ;;é

/Know-how accumulation
-LDAS is an interpreter and has a good
visibility and it can be accumulated on a
know-how D/B.
-Modification is easy and new command can
be made quickly by just modifying existing
kscripts during dump analysis.

@-

~

J

/Perl Scripts (LDAS)
(Linux Dump Analysis Scripts )
-New analysis commands will be developed
by using the Wrapper Module (LDAI).
-Dump for similar problem is analyzed
quickly by making scripts needed for the
\dump analysis and reusing them.

/

/Wrapper Module (LDAI)
(Linux Dump Analysis Interface)
-Interfaces to existing dump analysis tools
(crash, Icrash) will be developed.
-Access methods to kernel structure will be
implemented by using functions of existing
\_ dump analysis tools. (called Alicia API)

J

KnowHow GUI
DB

Lcrash Interface
Dynabmic crash Lcrash SIAL | !
Li
GDB

DISKDUMP
NETDUMP

———————————————

' Existing dump e wironme h
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ED, -Design of Alicia

Alicia itsaf iswritten by Perl |

LDAI class diagram

<use>
LDAI | >| WPSH (shell)
+existing tool mode + prompt  characters
Abstract
+ run() + prompt()
+ kernel() class of LDAI + add_history()
Inheritance
/\ of LDAI
Icrash . GDB § crash LDAS
Out of scope this time Out of scope this time + init() + load()
+ pass_through() + save()
+ kernel() :
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.6. Functionalities of Alicia in dump analysis  §

Alicia has 4 major functions. - Integrated dump analysis tool -

1. Wrapper function: user can use existing crash/Icrash commands in addition to Alicia commands.

2. Interactive Perl function: user can analyze dump interactively and can have command results
as a variable and can use the variable for another command.

3. Scripting function: user can execute LDAS ( Perl script) interactively and can use LDAS in
another LDAS.

4. Alicia APIS: User can use Alicia’s unique functions that are common to crash/Icrash.

Get started!

>
Crash commands <
‘ 1. Wrapper

B . Perl Language Interface
ﬁ@"-’ Sl > 2. Interactive

= = Perl

o ‘ Dump Analysis Scripts
Dump > (o oo
Analysis Alicia API -~ 4 alicia .
API Alicia
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_7. Operations of Alicia

There are 3 patterns in Alicia operation.

1. Interactive Standard Command Analysis

2. Interactive Alicia Unique Command Analysis

3. Alicia scripts (LDAS) Analysis

Alicia starts

>

— —

— — — — —

— — —

-

Al cia Linux Dump Analysys To b

Standard command

LDAlI Wrap pr modul

e

|
« Re

Save in variable>

Val

Command with va

Make own comnmn

ariable

1and

<

Execute own cor

nmand

Comnand( VAR

Interactive
Function

Standard Analysis
Com nand

Crash drmiht

Crash
Com nand
Interface

LDAS
LDAS
LDAS (Linux Dump
starts Analysis Script / /
coml($abc); Crash Dump
: I (GDB) Flle
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_ 8. Demonstration of Alicia

Alicia (Advanced LInux Crash-dump Interactive Analyzer
Demonstration Profile

e Environment that the dump was taken
0S Miracle Linux V3.0(kernel 2.4.21-9.35AX)
Hardware Unisys ES7000 (CPU: Intel Xeon 2.8GHzx 32 Memory: 4GB)
Situation LKCD dump was taken while the aim7 benchmark tool is

running.

e Environment that dump is analyzed today’s demo
0S Miracle Linux V3.0(kernel 2.4.21-9.35AX)
Hardware IBM (CPU: Intel(R) Pentium(R) M processor 1300MHz
Memory: 512MB

perl v5.8.0 with Term::ReadKey Term::ReadLine
crash 3.8-5
Alicia 1.0.0
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_9. Demonstration Scenario (1)

(1) Linked list — Caseof VMA(Virtual Memory Area)

Get necessary information from each VMA using the chain pointer.

VMA structure

Virtual Memory Areas
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_9. Demonstration Scenario (2)

alcia>1 Bt task vna 'f2894 00';

tak £8900
coonmmbt ta k
pid 30 29
mm &f 2c 300
mnp d Oxf 87 8cO
mmnt ant.c an er 1
st at of vmne kK lis tf omOx 15 c5 8
add ess vm bat m_ ad m fa g

Oxf 5% 68 4 0Ox 84 80 0O Ox 65 680 O Ox &75
Oxf %c Bc 8 Ox 8580 0 Ox 85060 0 0O 20 &73
Oxf &% 88 8 Ox 8500 0 Ox 8 60 O 0O %0 073
Oxf %¢c 21 0 8b 46 B0 O &b 46 60 O K75
Oxf %c 2d ¢ #¥b 46 60 O Rb 46 60 O O %0 073
Oxf %¢ 82 0 b 47 000 &b 48 00 O 0O %0 073
Oxf %c eB c #b 3e @O0 O Qb B3e BO O 0O %0 073
Oxf B¢ €9 ¢ ®b 3e BO O Rb B0 00 O 0 K75
Oxf B¢ €1 ¢ ®¥b B0 00 O Kb B0 @O O O %0 6873
Oxf ¢ 68 0 b ff 80 0 & 00 00 O O %0 Q77
endof v naeast uct.vmegt i &
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_10. Demonstration Scenario (1)

(2) Unwritten log data at panic. |

Retrieves dirty buffer where data hasn't been written into /var/log/messages
just before panic by using Alicia APIs, LDASs and crash commands.

(1) Make a hash for the specified path and get the address of structure "dentry".
(2) Get the address of structure "inode".

(3) Get the address of dirty buffer linked to the structure "inode".

(4) Get the address of structure "pagae", if it is dirty buffer.

(5) Get the page address from the structure "page".

(6) Dump the image of page.
Actual Memory Pagel
Path name [var/log/messages

el
de try \ F L | page

de try [\ buf & h ed
de try | | inode 7
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_10. Demonstration Scenario (2)

alcia>r erieve(‘/var/l og/ mesages’);

ff
ff
ff
ff
ff
ff
ff
ff
ff
ff
ff

81 00 :
81 MO :
81 Q0 :
81 B0 :
81 40 :
81 60 :
81 60 :
81 @0 :
81 60 :
81 00 :
81 &0 :

TIPS

You can make an LDAS script easily by using Alicia’s history function which saves
your key-in images during your dump analysis.

86 83 A
26 64 6
83 3a 9
82 Ba 6
32 B3 A
@2 Q0 8
33 20 @
82 20 A
33009
26 6b A
d6 63 &

92 64 6
76 af A&
66 6d @
Q7 69 6
24 84 G
@3 20 A
@2 Q0 A
d5 4f ¢4
a3 90 a
d6 65 6
b2 Q0 A

66 &

WWOoO OWO OO oo

PP WRNDPDPOMNDODADD D

62 02 6
83 31 @
b6 @2 b
@2 Q0 A
@2 Q0 A
@2 80 A
@2 Q0 A
Q2 @4 8
37 Be 6
25 20 6
36 29 2

chi 0 guogero
| dr.t 90 10
9 30 m Rr1 ke ne
| 1 it

S CoF B30
4 1 0
34 2

( O B Gt
90109 30 m r1
ker al :CHhl Tr
ae: kc 02 B7

You also can use the tab complement function for easy input.
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_11. Demonstration Scenario (1)

(3) CPU resource. I

Get information about which processes have a lot of CPU time.
We will get the CPU time of each process from the task struct and add the
CPU time to original “ps” command display and then sort them.

Proc e Sable
(task stru ©

PEr_Cpu Stime
DEr_Cpu stime

per_cpu_utime per_cpu stime
per_cpu utime

Per_cpu utime
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_11. Demonstration Scenario (2)

alicia> ps_cpu();

P D PPD (GPU TARK T WH VSZ RS Qu sn GAOM

20 O 1 0O #2d0O0 RU 00 304 182 22. 9 opr bi Ed
286 3 2833 25 £2d00 WN 00 238 130 11. 83 mul tt ak
3020 2833 21 e POO RU 00 333 1064 10. 8 mul tt ak

12T 184 5 #7600 IN 02 938 692 10. B ocs d. bn
292 9 28 23 6 0ed0 0 RU 00 338 188 10. 1 mil tt sk
2848 2833 23 8b6A0 0 WN 00 238 130 9. 8 mil tt ak
2958 2833 3 ebcc60 O WN 00 238 1380 9. 8 mil tt ak
2000 2833 24 8f 400 W 00 238 1380 9. Hmul tt ak
286 8 28 23 O P7 80 0 WN 00 238 1380 9. 2 ml tt ak
301 8 28 23 3 6 800 RU 01 338 230 9. B mul tt ak
300 & 28 23 3 6bd0 O W 00 238 1380 9. 6 mul tt ak
2866 2833 24 eda 0 W 00 238 1380 8. 9 ml tt ak
29768 2833 16 2d 600 WN 00 238 1380 8. @ mul tt ak

11 a5800 WN 00 238 1380 8. Bml tt ak

285 2 28 23

TIPS Alicia can invoke another LDAS from an LDAS.
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_12.- Effect provided by Alicia

Example of dump analysis acceleration by Alicia

Request from dump analyst ( Get CPU
He wants to pick up CPU time usage from the time from
task_struct for all processes and append the structure
CPU time data to standard PS command output
right now ! _
- Dump actually taken 32CPUs, 4GB < Analysis
- Actual number of processes 2166 / Proc dure ”
: : Get next Take a
The. time requ.l.red | ik ‘ memo for
e Time for acquiring CPU time 10 secs address analvsis
e Time for making LDAS 1 hour y
e Time for executing LDAS 1 min \
>
Current Acquiring CPU time x # of processes o 5 hours
* (It depends on the length of linked list.)
Alicia  Making LDAS + Executing LDAS o - ~About 1 hour
* Time required
Alicia  Executing existing LDAS —PI ~About 1 minute
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_13.- Result Summary for 2004

Result summary of Alicia development in FY2004

e Implemented as an integrated dump analysis tool for accumulating
and sharing the dump analysis know-how.

Development of Alicia main structure and crash interface Completed.
Infrastructure for know-how accumulation and sharing Now available.
Script (LDAS) samples for dump analysis procedures Included in Alicia 1.0.0

e Dump analysis speed is actually accelerated by Alicia
Execution time without using LDAS was measured
Execution time with making and executing LDAS was measured
Execution time with using existing LDAS was measured
Speed-up was evaluated from the point of view of operability and serviceability

Sample LDASs like “Linked List Search”, "Display of unwritten log data at panic”, etc. were
made and executed for measurement.

e Synergy effects by co-working approach in development

Development speed and quality were brushed up by cooperation between 3 companies
Development scope were expanded and operability/reliability were improved

Copyright C) 2005, Development Infrastructure WG, Japan OSS Promotion Forum 16



_14.- Activities in 2005 and future

To be a standard dump analysis tool initiated from Japan

e Development of Icrash interface
Icrash interface must be made for completing the integrated dump analysis tool
development. Icrash interface will be made in first half of 2005.

e Popularization of Alicia
Key factor is to make useful LDASs for quick dump analysis.
TIPs for making LDAS will be collected and released.
LDAS database (administration & search functions) should be provided.
Dump analysis reports by using LDAS will be opened to the public.
Comparison with Unix dump tools (mdb/adb/crash) and feedback of them.

e Development of a default dump edit script
LDAS for editing minimum set of memory information that is commonly required
for most cases of Linux problems should be developed and released.

e Release of dump related information including “how to”
Release information about how to take a dump, etc. to appeal the importance
of dump analysis as first step to our goals.
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_15.- Information about Alicia

Alicia 1.0.0 release date March 22, 2005 (Plan)

Copyright :  UNIADEX

License: GPL (General Public License)

Open Source: Source code will be opened on SourceForge.net provided
by OSDN Open Source Development Network)

Co-working company: NTT DATA
MIRACLE LINUX

URLs for downloading Alicia
e “Alicia” project
»http://sourceforge.net/projects/alicia/

e “Alicia” homepage
»http://alicia.sourceforge

The development of this program is partly supported by IPA (Information-technology
Promotion Agency), Japan
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_Appendix: CJK cooperation about Alicia

One of ideas about the joint work with CJK.

The following items are not heavy work if you have engineers interested in
crash dump analysis.

e Make LDASs and share them between CJK.

e Use Alicia and feed back your comments for improvement of Alicia.

Help from China and Korea would be appreciated!
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