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(*log_buf)
(stack trace) |

or
FIXME
[]

M /var/log/*

B bugzilla or LKML I
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: GDB (1/7)
B The GNU Source-Level Debugger

(backtrace)
(print)
(info register)
(X)
(disas, ptype, list)

(define end)
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: GDB (2/7)

H (backtrace)
(gdb) bt
#0 0x08048374 in write_buf (tsp=0xbfeab330) at app.c:12

#1 0x0804839e in main_loop () at app.c:22

#2 0x080483€9 in main (argc=1, argv=0xbfeab3d4) at
app.c:34

All Rights Reserved. Copyright © 2006 UNIADEX, Ltd.




OSC2006 -Alicia session- * ® ® UNIADEX

: GDB (3/7)

o (print)

(gdb) p *tsp

$2 = {flags = 17, p = 0x0, comm = 0x80484d4
"this_is_command"}

(gdb) p *tsp->p

$3=0'Y0

(gdb) p write_buf

S4 = {char *(struct test_struct *)} 0x8048368 <write_buf>
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: GDB (4/7)

o (info register)

(gdb) info reg

eax Ox0O O

esp Oxbfeab2fc Oxbfeab2fc
ebp Oxbfeab300 Oxbfeab300
eip 0x8048374 0x8048374

(gdb) p/x Sesp
S6 = Oxbfeab2fc
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- (X)

(gdb) x/4 Oxbfeab300

Oxbfeab300: Oxbfeab318
Oxffffffff

: GDB (5/7)

0x0804839e

Oxbfeab330
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: GDB (6/7)

H (disas, ptype, list)

(gdb) disas write_buf

x08048368 <write_buf+0>: push %ebp
0x08048369 <write_buf+1>: mov  %esp,%ebp
(gdb) ptype gtsp->comm

type = char *

(gdb) list write_buf

9 char *write_buf(struct test_struct *tsp)

10 {

All Rights Reserved. Copyright © 2006 UNIADEX, Ltd.




OSC2006 -Alicia session- * ® ® UNIADEX

: GDB (7/7)

o (define end)
(gdb) define spdump

Type commands for definition of “spdump”.
End with a line saying just "end".

>X/4 Ssp

>end

(gdb) spdump

Oxbfeab2fc: Oxbfeab380 Oxbfeab318 0x0804839e¢
Oxbfeab330
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Web

& Mozilla Firefox [;]
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@& iflsihts || post to delicious .. delicious Ei Bloelines | | Lalcooda | | qwik EE W cpan 2 Alicia

A problem occurred ina Python script. Hers is the sequence of function calls leading up to the error, in the order they
occurred,

HuarSwenn/ coi—hinfwebdiccoi

F17
b8 ,H 1A
Fla 1T _mame_ == maln__ :
b2l web = Cortrol ler (]
521 web. runt)
web = <_main_ Cortroller instance?, webrun = <haund method Gantraller run ot € _main_Conteoller nstanoes:

Fuarfwee/cai—bin/webdiregl in runfself=<_main__Controller instance>)

cdet runlself):

R
£ [ ' ' i |_}|

T
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DEMO-0 (1/2)

m GDB

Stacktrace
assemble list

register & stack
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DEMO-0

(2/2)

0x80495ec |0Oxbf eab330 |gtsp
Oxbf eab2f ¢ [Oxbf eab380 esp sub $0x4, %esp
Oxbf eab300 |Oxbf eab318 ebp, ebp |push %bp
Oxbf eab304 {0x0804839e esp, cal
Oxbf eab308 |0Oxbf eab330 [0Ox8( %&bp) , tsp write buf(gtsp)
Oxbf eab330 |{0x00000011 |t sp fl ags
0x00000000 P
0x080484d4 comm
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: Icrash

B LKCD
B LKCD(Linux Kernel Crash Dump)
B Linux

- ()

.Simple Image Access Language)
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: crash

B Red Hat® SVR4 UNIX crash+GDB
B Linux
B GDB ( )
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Advanced
LI nux
Crash-dunp
| nteracti ve
Anal yzer
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f Linux KnowHow GUI
DB
LDAS
Dump
LDA (Alicia
[ LDAS -- = Crash Interface
(Linux Dump Analysis Script) @
Dump i lib crash Icrash SIAL i
L i | GDB i
(" LDA - Aicia - | L 7
(Linux Dump Analysis Interface ) : :
! DISKDUMP !
Dump (Crash Lcrash) NETDUMP :
Dump Crash Dump | t i
(Alicia API) | ‘ i

N J |
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: Alicia

B Linux Kernel
O

H Ul

B Perl Plugin
H Library

B Debug Script  (Perl)

| B -
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Good—
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Perl

sub lock_status {
use List;
list for each(¥@lists, 'file_lock_list");
foreach $list (@lists) {

_print_lock_status($fl, $i, ");

list for_each(¥@blists, $fl_block);
foreach $bl (@blists) {

_print_lock_status($bfl, $i, "->");
}
$i++;
}

return wantarray ? @out : join("¥n", @out);

by

$fl = list_entry($list, 'struct file_lock','fl_link");

my $fl_block = _get member_addr($fl,'fl_block");

$bfl = list_entry($bl, *file_lock®, 'fl_block");
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Perl ?

HLightWeight
O

B TMTOWTDI(There‘s More Than One
Way To Do It.)
H

O
= Guitar
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Alicia Internals

Term::ReadLine::Perl
B Engine

B Plugin Perl

E AP ( )
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DEMO1

Bcrash command
H (perl )
B Linux Dump Analysis Script LDAS)

o Dump command “report”
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Dump Script

Oops: 0002
CPU: 0 EIP: 0060:]] N
00010246 EIP is at

9.30XX/i686) o
eax: 0000008f ebx: d98 Al cla
esi: c03b80d1 edi: 0804ded8
Process badp (pid: 666, stackpage=xxx) -
Kernel panic: Fatal exception
— L]
I System & Dump Information
SYSTEM MAP: System.map
= DEBUG KERNEL: vmlinux (2.4.21.dbg
—) DUMPFILE: vmcore
CPUS: 32
DATE: Thu Aug 25 01:32:09
UPTIME: 15:21:48
| oo
- Alicia
\
\
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DEMO2 (1/6)

log_buf
Stacktrace
assemble list

register & stack

All Rights Reserved. Copyright © 2006 UNIADEX, Ltd.




OSC2006 -Alicia session- * ® ® UNIADEX

DEMO2 (2/6)

Unable to handle kernel NULL pointer dereference at
virtual address 00000010

EIP: 0060:[<f8d4e2b9>] Not tainted

EIP is at svc_register [sunrpc] 0x19

eax: 00000000 ebx: c6fadb00 esp: d3259d74

Process rpc.nfsd
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DEMO2 (3/6)

]

EIP is at svc_register [sunrpc] Ox1

<f8d511f0>] svc_setup_socket [sunrpc] 0x2b0
[<f8d5131c>] svc_create_socket [sunrpc] Oxcc
<f8d517bd>] svc_makesock_Rsmp_3c4d7d21 [sunrpc]
[<f8d8f1cd>] nfsd_svc [nfsd] Ox16d (0xd3259e6¢)
<f8d8fca3>] handle_sys_nfsservctl [nfsd] 0x253
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DEMO2 (4/6)

[] 0x10
Oxf8d4e2a0: push %ebp )

Oxf8d4e2al: xor %ebp,%kebp

Oxf8d4e2a3: push %edi >

Oxf8d4e2a4: push %esi 1
Oxf8d4e2ab: push %ebx ) ) eax(=0x0)
Oxf8d4e2a6: sub SO0x38,%esp /

Oxf8d4e2a9: mov  0x4c(%esp),reax
Oxf8d4e2ad: testb S0x2,0xf8d5ccc
Oxf8d4e2b4: movzwl 0x54(%esp),%edi
Oxf8d4e2b9: mov 0x10(%eax),%esi

(offset=0x10)
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DEMO2 (5/6)

A 0xd3259d40 |[c6f adb00 KERNEL-EFRAME 9 |ebx

00000000 eax

0xd3259d68 |f 8d4e2b9 svc_register+0x19 eip (pt_regs.eip)
00000060 XCS
00010246 elags

0xd3259d74 |00000048 svc_register esp (pt_regs.esp) 0x48 0x00
000001f 0 & XSS Ox44
d3258000 task_struct
c6f adb00 ebx 0x10
d4578c80 esi 0x0c
d4cdc2b4 edi push %edi 0x08 0x40
00000000 ebp push %ebp 0x04 Ox44

0xd3259dbc |f 8d511f0 svc_setup_socket 0x2b0
00000000 %ebp *serv Ox4c
00000006 0x33b(%esi) proto
00000801 %eax port=2049
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DEMO2 (6/6)

struct svc_serv {
Ox0 struct list_head sv_threads, sv_sockets;

Ox10 struct svc_program * sv_program;

svc_setup_socket(struct svc_serv *serv,......)
*errp = svc_register(sery, ...... )
svC_register(struct svc_serv *serv, ...... )

progp = serv->sv_program;
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Alicia-1.1.4
B GDB Wrapper(coredump )

B GDB

class ‘task_struct’, gw{ flags comm tasks}
St = task_struct(dde8853c)

print St->flags

print St->dump
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TODO

m LDAS
M Core Engine GDB or Original

o Symbol Suggest
m GUI

B Emacs

B LDAS Distribution site

B Alicia2.0
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Access  sourceforge.net (1/2)

B Project Web Traffic: 36,674 (2006/03/14

Fro_ject Meb Traffic For Alicia
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Access  sourceforge.net (2/2)

B Download History: 816 (2006/03/14)

Download History For Alicia
All Time
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URL

® Project at sourceforge.net
http://sourceforge.net/projects/alicia/

H IPA
http://www.ipa.go.jp/software/open/forum/

B ThinkIT
http://www.thinkit.co.|p/free/tech/12/1/1.html

B Mailing List
Alicia-users@lists.sourceforge.net

B Blog( )
http://www.tyzoh.|p
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Q&A
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