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1.1 Alicia

Alicia Linux

LDAS

1.2

alicia>

Alicia

[shell]$
[shel 1]#

Shell $

[1

italic

LDAS
Alicia

& Perl

Crash Icrash GDB
Perl Shell Perl

Alicia Crash

Alicia

O O
@)
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2
2.1 Alicia
Alicia
Crash 3.8-5
Perl 5.8.0
MIRACLE LINUX V3.0 - Asianux Inside
2.2
Alicia Crash
CPU 1A32
CPU 2 32
4GB 16GB
2.4.21 SMP
MIRACLE LINUX V3.0 - Asianux Inside
LKCD

Alicia
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3 Alicia
3.1 Alicia
Alicia Perl Term: :ReadKey
Crash
3.2
Alicia

Alicia-version.tar.gz
version - Alicia.pm
Alicia
3.1.1

[shell]$ tar -xzvf Alicia-version.tar.gz
[shell]$ cd Alicia-version

[shell]$ perl Makefile.PL

root

[shelI]# make

[shel1]# make install

[shell]# perl "-V:install.*"

Alicia

installsitebin - Alicia (alicia)

installsitelib - Alicia.pm CRASH.pm WPSH.pm

Term::ReadLine::Perl
Alicia

Alicia

Makefile

Alicia
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installsiteman3 - Alicia man Alicia.3pm
CRASH man (CRASH.3pm)
WPSH man (WPSH_3pm)
LDAS Alicia
/usr/share/ldas LDAS
/etc Alicia (alicia.conf)
-packlist

/usr/lib/perl5/site_perl/5.8.0/1386-linux-thread-multi/auto/Alicia/ .packlist
/usr/lib/perl5/site_perl/5.8/0/1386-1inux-thread-mul ti perl

3.2.1
€Y
Makefile prefix
/home/alicia Alicia man
[shell]$ perl Makeflle.PL prefix =/home/alicia
LDAS Alicia alicia.conf
@ 3
(2) LDAS
alicia.conf IdasDir
IdasDir = /usr/share/ldas;
IdasDir = /etc/local/ldas;



Alicia Version 1.0.0

(3) Alicia
Makefile.PL 5 $CONFDIR

$CONFDIR="/etc";

$CONFDIR="/usr";

3.3

Alicia

.packlist

/etc/alicia.conf
LDAS /usr/share/ldas
.packlist

[shell]# RMF="cat Zusr/lib/perl5/site_perl/5.8.0/1386-linux-multi/auto/Alicia/.packli
st”

[shell]# for i in $RMF

> do

> rm-rf $i

> done

[shell]# rm -rf /usr/share/ldas

[shell]# rm -rf /etc/alicia.conf

[shell]# rm -rf /usr/lib/perl5/site_perl/5.8.0/1386-1inux-multi/auto/Alicia/.packlist
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4 Alicia
4.1
"alicia®
[shell]$ alicia mode [mode 1
mode -crash Alicia Crash
-Icrash Versionl.0.0
-gdb Versionl.0.0
-V Alicia
mode Crash Icrash gdb

Alicia Crash

[shell]$ alicia -crash -s /var/log/dump/map.0 /var/log/dump/debug /var/log/dump/dump.0

Alicia Please wait for opening dump ...

Alicia

4.2

4.2.1
"alicia>" Alicia Perl Shell
Perl
Perl

4.2.2

Alicia

alicia> print 1;# "#e
> print 2;# ">t

> print 3; "#e

123 3
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4.3

4.2.3
Perl
alicia> <<EOF <<
> print 1; 1
> print 2; 2
> print 3; 3
> EOF
123 3
GNU Readline
CPAN Term: :ReadLine: :Perl
4.3.1
Tl CTRL+p CTRL+n
200

alicia.conf

4.3.2
TAB

4.3.3
CTRL+r

4.3.4
CTRL+a
CTRL+e
CTRL+w
CTRL+y CTRL+w

10
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4.4
exit 5.1.9 exit Crash
quit q

11
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5.1

Alicia

5.1.1 pass_through

Crash

pass_through( " crash-command™)

| |
crash-command Crash

eval exit foreach repeat

Crash

Crash

[ ]
alicia> print pass_through "rd f46ec000 8*;

f46ec000: 00000000 00000100 00000000 cO000000  cwwcvcccwnnnn-n
f46ec010: c0401d20 00000001 00000000 fFFFFFFf O

5.1.2 kernel

kernel (" address®, "structure”, "member].member]"[, "type'])

12

pass_through
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address

Structure

member . member]

type C

undef

|
alicia> print kernel "f46ec000", "task_struct®, "comm®;
""bash¥000¥000ty*¥000¥000¥000¥000¥000¥000¥000"

alicia> print kernel "f46ec000", "task struct®,"comm®,"char **;
bash

alicia> print kernel "f46ec000", "task struct”, "tasks";

{

next

0xf4596060,
0xf47da060

prev

alicia> print kernel "f46ec000", "task struct”®, "tasks.next";
0xf4596060

5.1.3 get_mem

get_mem("aadress"[, number])

13
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aaddress

number

number 2

undef

u
alicia> print get_mem "f46ec000";
0x00000000

alicia> @var = get_mem "f46ec000",4;
alicia> foreach (@var) { print "$_¥n" };
0x00000000

0x00000100

0x00000000

0xc0000000

5.1.4 get_addr

get_addr (" kernel _variable™)

kernel variable

alicia> print get_addr "jiffies";

14
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0xc0507580

5.1.5 get_value

get_value("kernel _variable")

kernel variable

undef

|
alicia> print get_value "jiffies";
746556

alicia> print get_value "banner®;

"<6>NET4: Unix domain sockets 1.0/SMP for Linux NET4.0.¥n"

alicia> print get_value "sysrq_ctls®;

{

enabled

1,
keycode = 84,
sticky = 0,
timer = 10

5.1.6 get_increment

15
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get_increment()

1A32 4 1A64 8
|
alicia> print get_increment;

4

alicia> print ((get_increment) * 4);

16
5.1.7 less
|
less
|
less("argument™)
|

argument less

|
alicia> $task = pass_through "struct task_struct”;

alicia> less $task;

alicia> less pass_through "bt";

16
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5.1.8 more
|

more

more( " argument®)

argument more

|
alicia> $task = pass_through "struct task_struct”;

alicia> more $task;

alicia> more pass_through "bt";

5.1.9 exit

17
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alicia> exit;

5.1.10 load

LDAS Alicia

load(" filename)

|
filename /usr/share/ldas LDAS
LDAS
LDAS
LDAS

1 undef

alicia> load "example.ldas”;

alicia> load "/home/uniadex/example.ldas”;

5.1.11 help

Alicia Crash less

help [command]
|

command Alicia Crash

command crash crash

18
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alicia> help;

USAGE:
$program [-vi--version]

$program [-crash] arguments for crash

crash arguments:
[-h [opt]1[-V1[-s]l[-1 file][-d num] [-S] [mapfile] [namelist] [dumpfile]

DESCRIPTION :

ALICIA is Dump analysis tool of Linux running on Perl environment.

alicia> help get_mem;

get_mem function
This function returns the value of the address specified by the argument.
IT two or more numerical values are specified by the 2nd argument,
the continuous value will be returned to arrangement.

When the 2nd argument is omitted, 1 is specified tacitly.

Form:

get_mem (“address"[,number]);

alicia> help crash;

* files mod rung union
alias foreach mount search vm
ascii fuser net set vtop

19
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bt

gdb p sig

alicia> help bt;

NAME
bt - backtrace

SYNOPSIS

waitq

bt [-a;-r}-t;-1;-e;-Ej-f] [-R ref] [ -1 ip ] [-S sp] [pid ; taskp]

DESCRIPTION

Display a kernel stack backtrace.

trace of the current context will be displayed.

5.2 Crash

Alicia Crash
Crash
Crash
LDAS
LDAS Crash
Perl 1 2
less more
Crash help
help Alicia
Crash help 5.1.11 help
Crash * eval foreach repeat
Crash struct struct

20

IT no arguments are given, the stack

Alicia

pass_through
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alicia> dis schedule 5;
0xc0129820 <schedule>: push  %ebp

0xc0129821 <schedule+1>: mov %esp, Y%ebp
0xc0129823 <schedule+3>: push  Y%edi
0xc0129824 <schedule+4>: push  Y%esi
0xc0129825 <schedule+5>: push  %ebx

alicia> struct task struct | less;

task struct less
5.3 Shell
Alicia 1 e Shell

LDAS

alicia> !ps ax

PID TTY STAT  TIME COMMAND

17 S 0:32 init

2 ? SW 0:00 [migration/0]
37 SW 0:00 [migration/1]
472 Sw 0:00 [migration/2]
57 SW 0:00 [migration/3]
6 ? SW 3:30 [keventd]

77 SWN 0:00 [ksoftirqd/0]
8 72 SWN 0:00 [ksoftirqd/1]
97 SWN 0:00 [ksoftirqd/2]

[y
o
-~

SWN 0:00 [ksoftirqd/3]

21
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6 LDAS

LDAS Perl

6.1 LDAS
LDAS load
5.1.10 load

6.2 LDAS
Perl

6.3 LDAS
LDAS

example.ldas
sub example {
my $args = shift;
print get_mem(“$args™);
}:

alicia> load "example.ldas”;

alicia> example "f46ec000";
0x00000000

Alicia load
LDAS LDAS
LDAS
LDAS Perl
load LDAS

22
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6.4 Shell
Shell
LDAS

alicia> !vi example.ldas

LDAS load

LDAS

Alicia

23

5.3 Shell

LDAS

Alicia
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7
7.1
7.1.1 make clean Makefile.old
make clean Makefile.old Perl make clean
7.1.2 TAB
l@l
7.1.3
Alicia Perl print
"alicia >"
7.2
7.2.1 LDAS TAB
load LDAS
7.2.2 Crash

Crash extend
extend
pass_through

extend

7.2.3

Alicia

24
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7.2.4

Alicia

Crash

Crash

25

less more
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8

A pipe cannot be carried out to "xxxx".

Crash XXXXX

Can"t create your alicia directory: direcroty : reason

reason Alicia directory
Can"t copy systemconfig to userconfig - reason
reason Alicia systemconfig

userconfig

Can"t dup status = errorstatus : reason

reason
Can"t fork status = errorstatus : reason
reason

Can"t open config file: configfile : reason

reason configfile

Child does NOT receive the TERM signal!!
TERM

crash command not found.
You must install crash

"Crash"

CRASH::get_addr : No symbol "variable' in current context at subroutine line n.

get_addr variable

CRASH::get_addr : The variable name is not specified at suvbroutine line n.

get_addr

CRASH::get_mem : Invalid address: address at subroutine line n.

26
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get_mem address

CRASH::get_mem : Invalid kernel | user virtual address: address at subroutine line n.

get_mem address

CRASH::get_mem : Invalid number: number at subroutine line n.

get_mem 2 number

CRASH::get_mem : The address is not specified at subroutine line n.

get_mem

CRASH::get_value : No symbol "variable€' in current context at swubroutine line n.

get_value variable

CRASH::get value : The variable name is not specified at subroutine line n.

get_value

CRASH::kernel : Cannot access memory at address address at subroutine line n.

kernel aaddress

CRASH::kernel : Invalid address: address at subroutine line n.

kernel aaddress

CRASH::kernel : No struct type named sStructname at subroutine line n.

kernel structname

CRASH::kernel : There is no member named member at subroutine line n.

kernel member

CRASH::kernel : Undefined argument at swbroutine line n.

kernel

CRASH::pass_through : Crash command "command” is not supported at subroutine line n.

pass_through command  Alicia

CRASH::pass_through : The argument error of the help command at subroutine line n.

27
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pass_through help "ENDOFOUTPUTSTREAMFROMCRASH*

CRASH::pass_through : There is no argument of a crash function at subroutine line n.

pass_through

history file cannot open for load

history file cannot open for save

Invalid tag name in file

file

sysconfig is not found. Please re-install alicia...

Alicia sysconfig Alicia

load: Can"t load ldas file "file": No such file

load file

load: "fil€': not a ldas format
load file LDAS

load: The file name was not specified.
load load LDAS

Only crash tool can be supported

Alicia "crash”

28
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9 Alicia

9.1
$HOME/ .alicia/alicia.conf

9.2
$HOME/ .alicia/alicia_history

29
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1 LDAS

Alicia LDAS

1.1 list_h

list_head

list_h("address", "structure", " member")

| |
aaddress
structure

member

alicia> @allprocess = list_h "0xe9eb2000", "task struct®, "tasks";

alicia> foreach (@allprocess) { print "$ ¥n" };

2134

0xf10b2000
0xf1c5e000
Oxeac1a000
0xf0f00000
0xf36ae000
0xed878000
0x¥349c000
0xF3f04000
0xc6010000

30
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1.2 list_c

list_head

|
list _c("address®, "owner structure®, "owner member”,

“child structure®, "child member™)

|

address
owner_structure
owner_member
child structure

child_member

|

alicia> @list = list_c "0xf45fel80", "inode", "i_dirty data buffers®,
"buffer_head”,"b_inode_buffers®;

alicia> foreach (@list) { print "$_¥n" };

2

0xe9b6eels

Oxeb0f5h8c

1.3 list_s

list_head

list_s("address®, "structure", "member™)

31
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| |
aaddress
structure

member

|

alicia> @list = list_s "0xf79d9dd0", "dentry”,"d_hash";
alicia> foreach (@list) { print "$_¥n" };

1

0xf4602200

1.4 list_foreach

list_foreach("structure®, "member”, Qarray)

| |
structure
member

QParray

|

alicia> @dhash = list_s "0xf79d9dd0","dentry", "d_hash";
alicia> list_foreach "dentry®,"d_name.name",@dhash;
addr d_name .name

0xf4602200 logfile._suite?

32
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1.5 list_task_vma

list_task vma(" address*")

address task struct

|
alicia> list task vma "0xe9eb2000";
task e%eb2000
comm multitask
pid 29207
mm Oxeba0c380
mm.pgd Oxed9c5800
mm.mm_count.counter 1
start of vm next list from Oxeb4047e8
address vm_start vm_end vm_flags
Oxeb4047e8  0x8048000  0x8058000 0x1875
Oxeef0d8f8  0x8058000  0x8059000 0x101873

Oxeaa07584 0xb7600000 Oxb7601000 0x100873
OxeffO0e2dc OxbfFF8000 0Oxc0000000 0x100177

end of vm area_struct.vm_next list

1.6 task dentries

33
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task dentries(" address")

address task struct

dentry

|

alicia> @dirs = task_dentries "0xe9eb2000";

alicia> list_foreach "dentry”,"d_name.name®, @dirs;
addr d_name .name

0xec659b80 0

0xec659b80 0

0Oxec659h80 0

0xf4602200 logfile._suite?

1.7 dentry_parents
|

dentry dentry /( ) denty

dentry_parents("address")
|

address dentry

/( ) dentry

34
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|

alicia> @dparents = dentry_parents "0xf4602200";
alicia> list_foreach "dentry®,"d_name.name®, @dparents;
addr d_name .name

0xf4602200 logfile._suite?

0xf46c2980 s7110

0xf46c2a00 src

0xf6118f00 usr

0xf6184680 /

1.8 get_dentry
|

dentry

get_dentry(" full-filepath™)

full-filepath

dentry

|
alicia> print get_dentry "/usr/src/s7110/logfile.suite7";
0xf4602200

1.9 get_task
|

PID task struct

get_task (" pid_number™)

pid _number pid

35
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PID task struct

alicia> $mytask = get task 29207;

alicia> print kernel $mytask, "task struct®, "comm®, "char **;

mul titask

1.10 ts

task_struct

ts(["address'])

address task struct

init_task_union

ts

(c03b6000) >

O task_struct

n tasks.next

p tasks.prev

q ts Alicia
Oxnnnnnnnn 0x 8 16

36

ts

task_struct

task_struct

task_struct
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task_struct

$nnn $nnn
ts Alicia

[

alicia> ts; --- ts init_task union

(c04a6000) > comm -—- comm

""swapper¥000¥000¥000¥000¥000¥000¥000¥000"

(c04a6000) > n -—- task struct

(f770000) > comm -—- task_struct

comm

" ini1t¥000er¥000¥000¥000¥000¥000¥000¥000¥000"
(f7£70000) > Oxf46ec000--- task struct

(f46ec000) > comm _—

comm
"bash¥000¥000ty¥000¥000¥000¥000¥000¥000¥000"

(T46ec000) > $ccc -— $cce

(f46ec000) > co -—- co

CRASH::kernel : There is no member named co at ts.ldas line 37.
exit_code -—- co

comm[16] "co”

link_count

total _link_count

(f46ec000) > q -—- ts

alicia> print $ccc; -—- Alicia ts $ccc
""bash¥000¥000ty¥000¥000¥000¥000¥000¥000¥000"

alicia>

37
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2 LDAS
LDAS Alicia Crash
/var/log/messages
Step 1. LDAS get dentry /var/log/messages dentry

alicia> $dent = get dentry "/var/log/messages”;

Step 2. kernel dentry d_inode

alicia> $inode = kernel $dent, "dentry®, "d_inode";

Step 3. LDAS list c inode buffer_head

alicia> $os = "inode";

alicia> $om = "i_dirty_data_buffers®;
"buffer_head";

alicia> $cs
alicia> $cm = "b_inode_buffers”;

alicia> @bhs = list_c $inode, $os,%om,$cs, $cm;

Step 4. LDAS list _foreach @bhs
b_page
alicia> list_foreach "buffer_head","b page®,@bhs;

addr b_page
0xf10fc7¢c0 0xc29b515¢

Step 5. kernel page virtual
alicia> print kernel "0xc29b515c*, "page”, "virtual®;
0xf£081000

Step 6. Crash rd 1081000 1
alicia> rd ff081000 1000;
ff081000: 69686320 7920646¢ 676e756F 6207265 child younger o
1081010: 7265646c 74634f0a 20392020 303a3130 Ider.Oct 9 01:0
1081020: 30333a39 6e6c6d20 6b203178 656e7265  9:30 mlnx1l kerne
1081030: 69203a6c 2074696e 20202020 20202020 I: init

38
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T1081040:
T1081050:
T1081060:
T1081070:
1081080:
1081090:
T10810a0:

T1081180:
1081190:

43205320
20202034
34332020
28202020
31302039
72656b20
32656361

00000000
00000000

42463430
20312020
20202020
4ch44f4e
3a39303a
3a6c656e
5b202020

00000000
00000000

20303832
20202020
32202020
41022942
6d203033
6c614320
3130633c

00000000
00000000

20202020
20203020
20202020
20207463
31786e6¢c
7254206¢c
37623932

00000000
00000000

39

S C04FB280
4 1 0
34 2
(NOTLB).Oct
9 01:09:30 mInx1
kernel: Call Tr
ace:  [<c0129b7
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Alicia

alicia_history

alicia.conf

Alicia.pm
Crash
Crash
CRASH .pm
LDAS

LKCD

mode

TAB
WPSH. pm

Crash
Alicia
Alicia

Alicia

Alicia Alicia
Alicia Crash
Crash extend
CRASH Crash
Alicia
Perl

Linux Kernel Crash Dumps kernel

URL
http://sourceforge.net/projects/lkcd/

Alicia

Versionl.0.0 Crash
Alicia
WPSH

Crash

GNU Readline

40
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Alicia

All Rights Reserved, Copyright (c) 2005,
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